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Abstract— Remote Patient Health Monitoring (RPHM) systems have gained significant importance in modern healthcare by
enabling continuous monitoring of patients outside traditional clinical environments. However, the integration of 10T devices, cloud
platforms, and communication networks introduces serious cybersecurity challenges. These systems are vulnerable to threats such
as unauthorized access, data manipulation, and network- based attacks, which may compromise patient safety.

A hybrid dataset integrating physiological signals and net- work activity features is utilized to represent realistic health- care
scenarios. Multiple classification models, including Logistic Regression, Support Vector Machine (SVM), Random Forest, and
XGBoost, are trained and analyzed to identify abnormal system behavior. The dataset is systematically preprocessed to remove
redundant correlations and to incorporate variability that reflects real-world operational conditions. This approach enables
accurate and reliable detection of potential cyber threats in distributed healthcare systems.

Experimental results show that XGBoost achieves the highest detection performance, while Random Forest provides a balance
between accuracy and interpretability. The proposed system improves the reliability and security of remote healthcare systems and
demonstrates its applicability in real-world scenarios.

Index Terms— Remote Patient Monitoring, Threat Detection, Machine Learning, Cybersecurity, XGBoost, Random Forest,
Healthcare 1oT.

vulnerable to cyber threats. Existing systems lack efficient
I. INTRODUCTION real- time threat detection mechanisms and fail to identify
Remote Patient Health Monitoring systems enable COmMPlex and emerging attacks. There is a need for an
continuous observation of patients using wearable sensors, ~ intelligent system that can accurately detect threats while
mobile applications, and cloud-based platforms. These Maintaining system reliability.
systems play a crucial role in improving healthcare

accessibility, reducing hospital visits, and enabling early I1l. LITERATURE SURVEY

diagnosis. Several studies have explored the use of machine learning
Despite these advantages, RPHM systems are exposed to ~ for cybersecurity in healthcare and 10T environments.

significant cybersecurity risks. The continuous exchange of Traditional security mechanisms such as rule-based

sensitive patient data across networks makes them vulnerable  intrusion detection systems are insufficient to handle modern
to attacks such as unauthorized access, data injection, denial-  cyber threats due to their inability to adapt to evolving attack
of-service, and device compromise. Such attacks can lead to ~ patterns. Machine learning-based approaches provide a more
incorrect medical decisions and pose serious risks to patient ~ flexible and adaptive solution for detecting unknown and
health. zero- day attacks [2].

Traditional security mechanisms are not sufficient to Existing research on intrusion detection systems
detect evolving and sophisticated threats. Therefore, demonstrates the effectiveness of machine learning models in
Al-driven approaches significantly enhance threat detection identifying malicious activities. However, many studies
capabilities in RPHM systems by enabling real-time anomaly ~ focus primarily on network traffic and do not consider
detection. By continuously analyzing patient data, network  healthcare- specific features. Some works address insider
traffic, and device interactions, machine learning models can  threats and anomaly detection but face challenges such as
identify deviations from normal behavior patterns and detect  imbalanced datasets and limited real-world applicability.

potential cyber threats at an early stage [1]. This paper Other studies have evaluated endpoint detection systems,
proposes a robust framework for detecting threats in RPHM  but they lack integration with remote healthcare
systems and evaluates multiple machine learning models to environments. Overall, there is a gap in combining
identify the most effective approach. healthcare data with cybersecurity features to build a
comprehensive threat detection framework for RPHM
Il. PROBLEM STATEMENT systems.

RPHM systems handle sensitive patient information and
operate in distributed environments, making them highly
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IV. PROPOSED SYSTEM ARCHITECTURE

The proposed system architecture is designed to enable
secure and efficient threat detection in Remote Patient Health
Monitoring (RPHM) systems. It integrates healthcare data
acquisition with machine learning-based analysis to identify
ab- normal activities and potential cyber threats. The
architecture

follows a layered approach to ensure modularity,
scalability, and enhanced security.

A. Data Collection Layer

This layer consists of wearable medical devices and
sensors that continuously monitor patient health parameters
such as heart rate, oxygen saturation (SpO.), blood pressure,
and body temperature. These devices generate real-time data
streams and transmit them to a gateway or mobile device.
Due to limited computational resources, these devices are
often vulnerable to security threats.

B. Communication Layer

The communication layer is responsible for transmitting
data from sensors to the cloud or processing unit.
Technologies such as Bluetooth, Wi-Fi, and loT protocols
(e.g., MQTT, HTTP) are commonly used. This layer ensures
reliable data transfer but is susceptible to attacks such as
man-in-the- middle, packet sniffing, and replay attacks.
Therefore, secure communication mechanisms are essential.

C. Data Preprocessing Layer

The raw data collected from sensors may contain noise,
missing values, or inconsistencies. This layer performs data
cleaning, normalization, and transformation. It includes
handling missing values, scaling numerical data, and
encoding categorical variables. Additionally, redundant and
highly correlated features are removed to avoid bias and
improve model performance.

D. Feature Extraction Layer

In this layer, relevant features are selected from the
processed dataset. These include healthcare features (e.g.,
heart rate, oxygen level), network features (e.g., packet size,
lo- gin attempts, etc), and behavioral features (e.g., access
time, session duration, etc). Feature extraction helps in
reducing dimensionality and improving the efficiency and
accuracy of machine learning models.

E. Machine Learning Layer

This is the core component of the system, where multiple
machine learning models are applied to detect threats. The
models used in this study include Logistic Regression,
Support Vector Machine (SVM), Random Forest, and
XGBoost. These models are trained to classify system
behavior as normal or malicious. The output of this layer is a
binary classification indicating the presence or absence of a
threat.

F. Threat Detection and Alert Layer

This layer interprets the predictions generated by the ma-
chine learning models. If suspicious activity is detected, the
system generates alerts and notifications. These alerts are
sent to healthcare providers or system administrators for
immediate action. This ensures timely response to potential
threats.

G. Application Layer

The application layer provides a user interface for
healthcare professionals. It displays patient health data,
system status, and security alerts. This layer enables doctors
to monitor patients remotely while also being aware of any
potential cyber threats affecting the system.

H. Security Integration

Security is integrated throughout the architecture using
principles inspired by the Zero Trust model. Every device,
user, and communication request is continuously verified.
Access is granted based on authentication and authorization
mechanisms, ensuring that no entity is trusted by default.
This enhances the overall security of the RPHM system.

l. System Workflow

The overall workflow of the system is as follows: sensors
collect patient data, which is transmitted through secure com-
munication channels. The data is then preprocessed and
trans- formed into meaningful features. Machine learning
models analyze the data to detect anomalies or threats. If a
threat is identified, alerts are generated and displayed on the
application dashboard for further action.

V. METHODOLOGY

The methodology adopted in this study focuses on
developing a robust machine learning-based threat detection
system for Remote Patient Health Monitoring (RPHM). The
overall process includes data preparation, preprocessing,
feature engineering, model training, and evaluation. Each
stage is carefully designed to ensure realistic and reliable
performance.

A. Data Collection and Preparation

The dataset used in this work is a hybrid dataset that com-
bines healthcare-related attributes with network and
behavioral features. It is designed to simulate real-world
RPHM scenarios where both physiological signals and
system activities are monitored.

Healthcare features include heart rate, oxygen saturation,
blood pressure, body temperature. Network- related attributes
such as login attempts, packet size, and data transfer rate are
incorporated to capture potential cyber threats. Behavioral
features such as access time and session duration are also
included to represent user activity patterns.

35



#4IFERP

ISSN (Online) 2394-2320

International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)

Volume 13, Issue 05, May 2026

B. Data Preprocessing

The collected data is preprocessed to improve its quality
and suitability for machine learning models. This step
involves handling missing values, normalizing numerical
features, and encoding categorical variables.

Missing values are handled using statistical imputation
techniques such as mean or median replacement. Numerical
features are standardized to ensure uniform scale across at-
tributes. Categorical variables are converted into numerical
form using encoding techniques such as one-hot encoding.

Additionally, redundant and highly correlated features are
removed to avoid bias and overfitting. Special attention is
given to eliminate data leakage to ensure that the model
evaluation remains fair and realistic.

C. Feature Engineering

Feature engineering is performed to enhance the predictive
capability of the dataset. The features are categorized into
healthcare, network, and behavioral attributes.

Relevant features are selected to reduce dimensionality
and improve computational efficiency. This step ensures that
only meaningful information is used for training the models,
thereby improving generalization performance.

D. Dataset Splitting

To evaluate the model performance, the dataset is divided
into training and testing sets. A stratified sampling technique
is used to maintain class balance across both sets.

In this study, 80% of the data is used for training and 20%
is reserved for testing. This ensures that the models are
evaluated on unseen data, providing a realistic estimate of
their performance.

E. Model Selection
Four machine learning algorithms are selected for threat

detection:

o Logistic Regression

e Support Vector Machine (SVM)

e Random Forest

o XGBoost

These models are chosen to provide a combination of
linear, non-linear, and ensemble learning approaches,
enabling a comprehensive comparative analysis.

F. Model Training

Each model is trained using the training dataset. During
this phase, the models learn patterns and relationships
between input features and the target variable. Appropriate
hyperparameters are used to optimize model performance.

The training process enables the models to distinguish
between normal and malicious behavior in the RPHM
system.

G. Model Evaluation

The trained models are evaluated using the testing dataset.
Several performance metrics are used to assess the effective-
ness of the models, including accuracy, precision, recall, F1-
score, and ROC-AUC.

Accuracy measures overall correctness, while precision
and recall provide insight into the model’s ability to correctly
identify threats. F1-score balances precision and recall, and
ROC-AUC evaluates the model’s discrimination capability.

H. Cross-Validation

To improve robustness and reduce bias, k-fold cross-
validation is applied. The dataset is divided into multiple
subsets, and the model is trained and tested repeatedly on
different combinations of these subsets.

This approach ensures that the model performance is
consistent and not dependent on a particular data split.

VI. RESULT ANALYSIS

Table I: Performance Comparison of Machine Learning Models
Model Accuracy |Precision |Recall [F1-Score |ROC-AUC
Logistic Regression |0.86 0.85 0.84 0.84 0.88
SVM 0.89 0.88 0.87 0.87 0.91
Random Forest 0.93 0.92 0.91 0.91 0.95
XGBoost 0.95 0.94 093 |0.93 0.97

The performance of all models is compared based on
evaluation metrics. The model with the best performance is VIlI. CONCLUSION

selected as the final model.

In this study, XGBoost outperforms all models due to its
ability to capture complex feature interactions. Random
Forest also performs well but lacks boosting advantages.
SVM provides stable performance, while Logistic
Regression shows baseline results.

Al-based threat detection systems continuously learn from
new data and evolving attack patterns. This adaptive
capability ensures that the system remains effective against
emerging cyber threats and improves its performance over
time [1].

This paper presents a machine learning-based threat
detection framework for Remote Patient Health Monitoring
(RPHM) systems. The proposed approach integrates health-
care, network, and behavioral features to identify potential
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cyber threats in a distributed healthcare environment.

Multiple machine learning models, including Logistic
Regression, Support Vector Machine (SVM), Random
Forest, and XGBoost, were implemented and evaluated using
a refined dataset designed to simulate realistic conditions.
The experimental results demonstrate that ensemble and
boosting-based models outperform traditional methods.

Among all models, XGBoost achieved the highest
performance across evaluation metrics, indicating its
effectiveness in capturing complex and nonlinear
relationships in the data. Random Forest also showed strong
performance with better interpretability, while SVM
provided stable results. Logistic Regression served as a
baseline model with comparatively lower performance.

The results highlight the importance of using advanced
machine learning techniques for cybersecurity in healthcare
systems. The proposed framework enhances the reliability
and security of RPHM systems and can be extended to
real-world deployment scenarios.
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