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Abstract— The rapid growth of deep learning in medical diagnostics has significantly enhanced clinical workflows, particularly in
radiology. However, centralized machine learning introduces substantial risks related to patient confidentiality, data governance, and
regulatory compliance. Federated Learning (FL) offers a decentralized training approach that eliminates the need to pool data across
institutions. Nevertheless, raw gradient updates may still leak sensitive information. To address this limitation, this study proposes a hybrid
framework that integrates Federated Averaging (FedAvg) with Differential Privacy (DP) through custom gradient clipping and noise
injection mechanisms. The framework incorporates performance-based weighted aggregation, optimized noise calibration (o = 0.05),
gradient clipping (C = 1.2), and adaptive learning rate scheduling to effectively balance privacy preservation and model utility. This paper
presents a five-class chest X-ray classification system that achieves 80% accuracy while maintaining differential privacy with ¢ = 5.0. The
dataset comprises five disease categories (COVID-19, Normal, Pneumonia, Pneumothorax, and Tuberculosis) distributed across five
simulated hospital clients, where local Convolutional Neural Networks (CNNs) are trained independently, and a central server aggregates
model parameters over multiple communication rounds. Differential Privacy enhances local training by injecting statistically calibrated
noise to safeguard individual patient identities. Experimental evaluation confirms that the proposed system achieves robust classification
performance while providing strong privacy guarantees. The analysis further examines convergence behaviour, training dynamics, and the
trade-off between privacy noise levels and predictive accuracy.

Index Terms— Federated Learning, Differential Privacy, Opacus, FedAvg, Chest X-ray Classification, Convolutional Neural Networks,
Medical Imaging, Privacy-Preserving Al, Multi-Client Training, Distributed Deep Learning

Al's Opacus library, DP can be efficiently integrated into
. INTRODUCT L@l PyTorch-based training pipelines.

Chest X-ray imaging remains one of the most widely used This study combines FL and DP to train a CNN across five
diagnostic tools in healthcare, capable of detecting conditions  simulated hospitals using FedAvg, with each client applying
such as pneumonia, tuberculosis, pulmonary edema, and |ocal differential privacy via Opacus. The result is a privacy-
cardiomegaly. With the growing availability of annotated  preserving diagnostic system that maintains high accuracy
medical datasets, deep learning models, particularly  while meeting real-world regulatory and  security
Convolutional Neural Networks (CNNs), have shown strong  requirements.
performance in identifying abnormalities from chest X-ray
imaDgeS-_ 4 o ot o Il. RELATED WORK

espite this progress, centralized training of such models . . Lo .
raises serious privacy concerns. Regulations like HIPAA and Jhde_ f:cnterstgcltlon_ of mehdlcal '.mag'ng' fed_erate(zt Ie?_rmng,
GDPR restrict hospitals from sharing raw patient data with and differential privacy has gained Increasing attention n
external platforms, limiting the creation of large, diverse recent years._lp the initial stages of research, chest X-ray
datasets. Even where data transfer is legally possible, image classification | was qommonly addressed ~ using
centralizing sensitive medical images increases exposure to centralized deep Iearpmg architectures. Notable works S.UCh
cyberattacks and identity leakage. as _Che)_(Net established that_ deep CNI_\Is can _achleve

radiologist-level performance in pneumonia detection, but

Federated Leaming (FL) addresses these concers by these systems relied on large, centralized datasets - makin
allowing hospitals to train models locally, sharing only model yste . ge, cen . g
them unsuitable for privacy-sensitive environments.

parameters rather than raw data. The widely used FedAvg
algorithm aggregates these updates into a global model  A. Federated Learning in Healthcare

without ever accessing patient records directly. However, McMahan et al. introduced FedAvg, which became the
research has shown that model parameters alone can expose  foundation for FL-based medical systems, later applied in CT
private data through gradient inversion or membership  jmaging, ECG analysis, and diabetic retinopathy detection.
mfer_ence at?acks._ L . Sheller et al. demonstrated that FL could match centralized

Differential Privacy (DP) tackles this issue by adding  odel performance across cancer centers, and similar
controlled noise to model updates, making it mathematically approaches were used during COVID-19 for rapid diagnosis.
impossible to trace individual training samples. Using Meta  jowever. most studies lacked stronger privacy guarantees

beyond FL alone.

28


mailto:sakshibhushanigdtu@gmail.com
mailto:samridhi059btmae22@igdtuw.ac.in
mailto:shanti047btece22@igdtuw.ac.in
mailto:greeshmaarya@igdtuw.ac.in

#4IFERP

ISSN (Online) 2394-2320

International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)

Volume 13 Issue 04 April 2026

B. Privacy Vulnerabilities in Federated Learning

Despite the advantages of FL, numerous studies have
demonstrated that model updates can expose the system to
reconstruction attacks. Zhu et al. demonstrated that gradients
can be inverted to recreate training images with alarming
fidelity. Other studies showed that attackers can use
membership inference to assess whether the data of a
particular patient was included in the dataset used to train the
model.

These findings indicate that Federated Learning itself does
not provide a complete assurance of data privacy, especially
for highly sensitive domains like medical imaging. This has
driven the community towards integrating privacy-enhancing
technologies into FL frameworks.

C. Differential Privacy for Deep Learning

Dwork introduced Differential Privacy (DP) to prevent
individual data from being traced through statistical outputs.
Abadi et al. built on this with DP-SGD, using gradient
clipping and Gaussian noise to protect training data, later
made scalable through the Opacus library.

While DP has been explored in NLP and Computer Vision,
its use in medical imaging within federated settings remains
limited, mainly due to the difficulty of balancing privacy
budgets (&, 8) with model accuracy.

D. Combining FL and DP for Medical Applications

Early experiments combining FL and DP mostly focused
on small or simulated datasets, with limited work on multi-
client image-based federated systems. Some studies in
pathology and dermatology showed feasibility but did not
specifically address chest X-ray classification using CNN
with DP.

While FL and DP have matured individually, integrated
systems in radiology remain limited. This paper addresses
that gap by implementing a full FL + DP system evaluated
under realistic non-11D client distribution.

I1l. RESEARCH GAPS

A thorough review of existing literature and current
technological implementations highlights several gaps that
limit the practical deployment of privacy-preserving Al
systems in medical imaging. Although notable progress has
been made in federated learning and privacy-aware deep
learning, significant challenges remain unresolved—
particularly in the context of chest X-ray disease
classification across distributed healthcare environments. The
key research gaps identified in this study are as follows:

A. Limited Real-World Federated
Implementations for Chest X-Ray Classification

Most existing FL studies in chest X-ray diagnosis rely on
artificially — split  datasets, lacking realistic client
heterogeneity. Issues such as varying resource capacities,
communication latency, and inconsistent labeling practices
are rarely addressed. This leaves a shortage of robust FL
frameworks designed specifically for multi-institution chest

Learning

X-ray classification, limiting their practical deployment in
clinical settings.

B. Insufficient Exploration of Differential Privacy in
Medical Federated Learning

Despite being a strong defense against information
leakage, DP remains underutilized in medical FL systems due
to concerns over performance loss and implementation
complexity. As a result, federated models remain vulnerable
to gradient inversion and membership inference attacks. Few
studies examine how DP-SGD performs on high-dimensional
medical images in federated settings, leaving a gap in
understanding privacy guarantees for sensitive diagnostic
applications.

C. Challenges in Handling Non-11D and Imbalanced
Medical Data

In real-world healthcare, patient data varies across
institutions due to demographic and geographic differences,
resulting in non-11D datasets where disease prevalence and
image quality differ between clients. Most FL studies use
artificially balanced datasets, failing to reflect clinical reality.
Non-IID distributions can cause unstable updates, slow
convergence, and biased predictions, yet few works address
these challenges specifically in chest X-ray settings.

D. Lack of Comprehensive Analysis on Accuracy—Privacy
Trade-offs in Federated Scenarios

Adding differential privacy introduces noise that can
degrade model performance, yet few studies analyze how
varying privacy budgets (g, §), noise multipliers, or clipping
thresholds affect convergence and diagnostic accuracy in
federated settings. Key questions around balancing privacy,
performance, and communication rounds remain
unanswered, making it difficult for medical institutions to
adopt suitable DP-FL configurations for clinical use.

E. Limited Integration of FL+DP in End-to-End Medical
Deployment Pipelines

Most studies stop at proof-of-concept level and rarely
evaluate complete pipelines covering training, validation, and
inference across distributed clients. Standardized frameworks
that jointly address communication costs, privacy tracking,
and scalability in clinical workflows are largely absent,
making real-world adoption difficult for hospitals.

IV. OBJECTIVES

The primary goals of this work are:

To design a federated learning system involving five
clients that train local CNN models on chest X-ray
datasets.

To implement a central server running the FedAvg
algorithm for model weight aggregation.

To integrate Differential Privacy using Opacus at each
client to ensure private gradient computation.

To evaluate model performance with and without DP,
including training curves, confusion matrix, and per-class
accuracy.
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To analyze privacy guarantees by computing differential
privacy budgets (g, 9).

To investigate the behavior of FL under non-I1D client
distribution.

V. METHODOLOGY

A. Dataset Preparation and Client Partitioning

The dataset consists of labeled chest X-ray images
belonging to categories - Normal, Pneumonia, Covid,
Pneumothorax and Tuberculosis. The dataset was
preprocessed using standard techniques including resizing,
normalization, augmentation, and grayscale enhancement.

The dataset was then split into five clients, simulating
independent medical centers. Each client contains a unique
subset with slight variations in class distributions, leading to
non-11D conditions.

B. Local Model Architecture

Each client trains an identical CNN model consisting of the
following components:
Four convolutional layers are used along with ReLU
activation to introduce non-linearity into the model.
Max-pooling layers are applied to reduce spatial
dimensions while preserving important features.
Batch normalization is incorporated to stabilize and speed
up the training process.
Dropout is included within the network to serve as a
regularization technique and prevent overfitting.
Fully connected dense layers are placed deeper in the
network to consolidate the learned feature
representations.
A Softmax output layer is used at the end to perform
multi-class classification tasks.
The overall design is kept lightweight in order to reduce
training time across distributed environments.

C. Differential Privacy via Opacus

Opacus enables efficient training with DP using:
Per-sample gradient clipping: Limits sensitivity of
each sample to the loss.

Gaussian noise addition: Adds noise proportional to
clipping threshold and privacy budget.

Privacy accountant: Computes the current privacy
budget (¢) after each batch.

DP guarantees that updates shared with the server are

mathematically protected against reverse-engineering

attacks.

1.
2.

3.

D. Federated Learning Procedure (FedAvg)

1. The server starts by initializing a global model. The
process then follows these steps:

2. Clients download the global model weights.

3. Each client trains the model on its local dataset using
Differential Privacy (DP).

4. Clients send their updated weights back to the server.

5. The server aggregates the weights by applying a weighted

average to update the global model.

K K
ngobal =11/ <Z ni) Z(niwi)
i=1 i=1
where:
1. The total number of participating clients is represented as

K.

The training samples on each client are denoted as n;.
The model weights learned by each i client are
represented as wi.

Waioba= Updated global model weights after aggregation
The server sends the updated global model back to clients,

repeating for several rounds.
E

2.
3.

4.

. Experimental Setup

Frameworks used: PyTorch, Opacus and Matplotlib
Hardware: GPU-enabled workstation or Google Colab
Pro

Privacy parameters:

o Noise multiplier: 0.8-2.0

o Clipping threshold: 1.0

o d=1leb5

Training configuration:

o Batch size: 32

o Epochs per client: 5-10

o Global rounds: 10-20

[Tl Chest X-Ray Diagnosis Assistant]

Figure 1: GUI for prediction

VI. RESULTS

A. Federated Learning without Differential Privacy

Training and Validation Loss
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Figure 2: Training and Validation Loss
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Figure 2 demonstrates rapid and stable convergence across
10 communication rounds. Training loss declined sharply
from 0.95 in Round 1 to approximately 0.45 by Round 10.
Validation loss similarly dropped from 1.40 in Round 1 to
approximately 0.50 by Round 10. The steeper initial
validation loss compared to training loss is expected in
federated settings due to non-11D data distribution across
clients. By Round 4, both curves converged closely and
continued declining in parallel, indicating the global model
generalized well without overfitting.

Training and Validation Accuracy
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3: Training and Validation Accuracy
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Figure

Figure 3 shows how training and validation accuracy
improved consistently throughout all 10 rounds. Training
accuracy rose from 0.60 in Round 1 to a final value of 79.64%
by Round 10. Validation accuracy started at 0.63 and reached
a final value of 79.33% by Round 10. A slight fluctuation is
observed around Rounds 5-7, where validation accuracy
briefly exceeded training accuracy, reflecting round-to-round
variability in client data sampling during FedAvg
aggregation. By Round 8 onwards, both curves stabilized and
converged closely, confirming consistent  model
performance.

B. Federated Learning with Differential Privacy enabled

Accuracy Over Rounds
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Figure 4: Accuracy Over Rounds
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Figure 4 shows how training accuracy started at
approximately 0.40 in Round 1 and validation accuracy at
0.30, both improving sharply through Rounds 1-8. By Round
8, both curves crossed the previous best benchmark of 73%
(yellow dashed line). Training accuracy continued rising
steadily, reaching approximately 79% by Round 35.

Validation accuracy improved to approximately 75% by
Round 35, with visible oscillations between Rounds 5 and 20
caused by the stochastic nature of per-round noise injection
under DP. Neither curve reached the 80% target (green
dashed line), reflecting the accuracy cost of enforcing € = 5.0
privacy guarantees. However, both curves surpassed the
previous best of 73%, confirming meaningful improvement
over prior configurations.
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Figure 5: Training and Validation Loss
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Figure 5 illustrates how training loss began at 1.58 in
Round 1 and validation loss started slightly higher at 1.60,
both declining steeply through Rounds 1-10. After Round 10,
the rate of decline slowed, with both curves continuing to
decrease gradually. By Round 35, training loss stabilized at
approximately 0.75 and validation loss at approximately 0.73.
Notably, validation loss remained slightly below training loss
from Round 10 onwards, which is attributable to the
regularizing effect of gradient noise introduced by the DP
mechanism. The higher residual loss compared to the no-DP
baseline (0.73 vs 0.50) directly reflects the cost of privacy
noise preventing the model from converging as tightly.

C. Confusion Matrices

with rential Privacy
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Figure 6. Confusion Matrix - Baseline Federated Model
(Without Differential Privacy)
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In Figure 6 the baseline federated model achieved an
overall accuracy of 79.6% and a macro F1-score of 79.6%
across all five classes. The Normal class recorded the highest
F1-score of 84.0%, indicating the model reliably identified
healthy chest X-rays. Pneumonia achieved the lowest F1-
score of 74.9%, with 8% of Pneumonia samples misclassified
as Covid — consistent with the visual similarity between the
two conditions on chest radiographs.

Qverall Accuracy: 75.0% | Macro F1: 75.0%
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Figure 7: Confusion Matrix - Federated Model with
Differential Privacy (Opacus, € = 5.0)

In Figure 7 The DP-enabled model achieved an overall
accuracy of 75.0% and a macro Fl-score of 75.0%,
representing a 4.6 percentage point reduction from the no-DP
baseline. Normal again recorded the highest F1-score of
79.6%, while Pneumonia remained the most challenging class
with the lowest F1-score of 70.0%, reflecting its sensitivity to
gradient noise under DP constraints.

VII. CONCLUSION

This work proposes a secure, privacy-preserving chest X-
ray disease classification framework that integrates Federated
Learning and Differential Privacy. By combining FedAvg
with Opacus, the model successfully learns from
decentralized  datasets without  exposing  sensitive
information. Results confirm that the system achieves reliable
performance under realistic clinical constraints. Future work
may include secure aggregation, homomorphic encryption,
and adaptive client selection strategies.
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