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Abstract: Cloud computing emerged as a paradigm to deliver various services through web. This technology enables virtualization 

to separate physical computing resources in to scalable system of multiple independent computing resources. This facility offers to 

speed up the operations on-demand and greatly reduces the cost as well. Cloud adopts service oriented architecture to provide 

massive IT resources in heterogeneous environment. Service oriented computing is a solution for solving large scale applications. 

These applications utilize various services from heterogeneous resources offered by different service providers. Effective service 

discovery in cloud is highly complex at different levels of quality of service offered by different providers. Ensuring its accessibility, 

availability, trustworthiness and relevance matching are challenging tasks. To identify the relevance matching between the 

published cloud services by a publisher and the requested details by the end user, we proposed Trustworthy cloud service 

discovery for large scale applications.  In this paper, we focused on the above issues for effective service publication and service 

discovery in the cloud. We have addressed about effective way of discovering the cloud services and accessing the resource 

 

Index Terms — Cloud services, Service publication, Service discovery, Trustworthiness. 

 

INTRODUCTION 

 

Cloud computing is an evolving paradigm that facilitates 

ubiquitous access to on demand computing environment. 

This computing environment enables seamless integration 

of computing resources such as networks, servers, 

storage, applications, software and services. These 

resources   can be rapidly provisioned with minimum 

management effort over web. The characteristics like on-

demand service, hardware virtualization, broad network 

access, resource policy, rapid elasticity, Service oriented 

architecture (SOA), pay-as-you-go model, etc. has put 

forth the growth in cloud computing[3][14][24]. The 

effective adoption of service-oriented architecture offers 

robustness, scalability, extensibility and interoperability 

in cloud through different models like Infrastructure as 

service (IaaS), Platform as a service (PaaS), Software as 

service (SaaS), etc. The services through these models 

emerged as a solution for huge computational and data 

requirements of many applications [18]. 

  

In the recent times, cloud computing matured to a state 

where organizations can progress on their effectiveness, 

technical advancements, and usability in implementing 

Cloud Computing services[19][21] [22]. This is due to the 

blending of established technologies such as 

virtualization, on-demand computing, highly scalable data 

processing, improved web services, data visualization,  

 

huge data storage and backup, high performance 

computing, and APIs on portable devices and Cloud 

Computing. As a result, it greatly helps to understand the 

services offered in the context of existing and value added 

services. Among the available services, some offer new 

and innovation based serviced [1][10][25]. 

 

The computational intensive application requires massive 

amount of computing resources and data storage. In cloud 

computing environment, different types of services 

offered by service providers are published independently. 

In a heterogeneous environment like cloud, thousands of 

service instances [2] will be hosted with large number of 

different services from different service provides with 

different levels of quality of service [23].  

 

The main objective of this paper is to search and 

discovery exact cloud services. This is implemented by 

generating accurate results for web based end user 

queries. The another objective is to efficiently access the 

data from the data resources like huge databases, data 

warehouses, large file systems like NTFS, FAT32. These 

results are optimized for large scale applications that need 

data dynamically at the time of execution.  

 

This paper further includes the filters based on category 

and description. The end user results depend on the past 
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history and user‟s feedbacks. The cloud service 

discoveries depend on the four factors as follows: 

 

 The trust worthiness of a resource can be assessed by 

calculating the rating that depends on the feedback given 

by end users who have registered through the web user 

interface. The relevance matching of a document or any 

other data resources can be assessed based on the three 

filters which they are category filter, description filter and 

connective words filter. The access cost is based on the 

average Round Trip Time (RTT) from regular checks of 

type‟s instances; this sampling improves the accuracy of 

accessibility measure. The availability is evaluated based 

on probability calculated by using previous history of the 

resource availability and availability of resource at current 

instance.  

 

Connective words filter removes English grammatical 

connecting words from the user query to improve the 

quality of search. Category filter helps to match data 

resource with related category, so the resources set that 

need to be searched will reduce optimally. The 

description filter tries to locate data resource based on its 

description given by its publisher so that user can get 

accurate results from the resource set that is already 

optimized by other two filters and previous four factors. 

 

II. LITERATURE SURVEY 

 

Currently many cloud service discovery techniques exist 

for different requirements. String algorithms are the major 

searching techniques used in current system, string 

algorithms try to find a place where one or several strings 

(also called patterns) are found within a larger string or 

text[5][6][11].  

 

Parhi, Pattanayak, and Patra developed a framework for 

service description and discovery using ontology based on 

multi-agent cloud environment [4]. The different search 

engines such as Google, yahoo, MSN, bing, etc. fail to 

perform effective the service discovery.  To overcome 

this they proposed to address the non-standardized 

specification terminology used by different cloud 

providers [7][8][9].  

 

Liu, Xing, Che, and Bao proposed agent-based cloud 

computing environment with four agents, which are 

resource agents (RA), service provider agents (SPA), 

broker agents (BA) and consumer agents (CA). The 

agent-based computing is applied for robust service 

discovery with local and global service discovery 

capabilities. 

 

Ontology based technique [17][26][20] has been 

implemented many researchers. In particular, Rajendran 

and Swamynathan proposed to discover efficient cloud 

services. To retrieve information about services multi-

broker agent based discovery system was adopted with for 

ontology based cloud service discovery. Due to 

heterogeneous nature of the cloud systems, client needs to 

discover the cloud services. The cloud  service and 

service providers may have varied levels of quality. 

Identifying the appropriate is highly difficult task and also 

great change for vulnerability. In this paper [5], a model 

was proposed for trust based reliable cloud discovery 

[12][15].   

 

Service discovery is a subdivision of resource discovery 

in such a way that service discovery should be seen as 

specifically as capability to find specific services such as 

applications or well defined network services that are not 

pure abstractions [10][13][16]. 

 

III. PROPOSED APPROACH 

 

The proposed system includes the following steps as 

mentioned below: 

1. Service publication. 

2. Service discovery 

3. Estimation of Trust ranking 

  

Service Publication 

Service publisher publishes the service. First, the service 

publisher needs to register. After the successful 

registration and login, the publisher is allowed to publish 

services. For the service publication, the service publisher 

has to enter the fields like service category, service 

description and URL of the service. While entering the 

details like service category and the service description, 

the publisher has to take care about the words present in 

those fields. Because, the unknown end user can request 

for this service. 

 

Publisher is allowed to enter any number of services. But 

it is the responsibility of the publisher to check for the 

working of the service published by him. The service 

publisher has the option for managing the services. i.e., he 

is able to modify the service details and also delete the 

services published before 
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 Service Discovery 

Service discovery is done by the end user. End user also 

needs to register first. After successful registration and 

login, the end user is provided with the web user 

interface, where he has to enter the fields like service 

category and the service descriptions of the service he is 

looking for. Then, the matching of the fields entered by 

the end user and the fields that are present in the profile of 

the service is done. If any service matches, then the URL 

of the matched service is displayed in the web user 

interface of the end user. 

 

Along with the URL, the Effective Service Discovery is 

provided to the end user. If its value is less than the 

threshold set by the end user, then he has to reenter the 

words in the fields of service category and service 

description in different combinations, until he can get the 

matching degree equal to or greater than the threshold 

limit. 

 

In the service discovery process, four QoS factors are 

implemented to improve the user satisfaction and for 

better search results.  

These are mentioned below, 

1. Trustworthiness. 

2.  Relevance Matching. 

3.  Access cost.  

4.  Availability. 

 

The trust can be defined as firm belief in the proficiency 

of a resource to act as expected. This firm belief is not 

fixed value associated with the resource. It is subject to 

dynamic behavior of the resource and applies only within 

a specific context at a given time. Trustworthiness of a 

resource can be calculated on the basis of feedback given 

by the end user. Trust rating will be given by the end user 

after utilizing the service. The trust rating value must lie 

between 1 and 10 in three different trust levels. If the trust 

value is between 1 and 3, it is considered as 

untrustworthy.  If the trust value is between 4 and 7, it 

is considered to be average trustworthy. If the trust value 

is between 7 and 10, it is considered to be very 

trustworthy. 

  

By providing the trust rating, end user can affect the 

future service discovery. Initially, the trust value for the 

resource is registered as 10. With the dynamic behavioral 

changes in the resource, the end user can rate the trust 

value in that instance of time, after experiencing the data 

service.The average trust of the resource over a period of 

time can be established as, 

 

           
∑   

 
   

 
                              (1) 

Where,  

 TR is the trust rating given by the end user and 0< 

TR< 10. 

 N is the total number of the end users who gave 

rating. 

 

 The Relevance matching factor of a document 

or any other data resource can be calculated based on the 

two filters which are category filter and description filter. 

For calculating this value, count the total number of words 

entered by the end use in category field and description 

fields. These values are assumed as α and β. Now, 

calculate the number of words matched in the category 

field of the end user and the category field of the 

publisher and its value is assumed as CMW. The number 

of words matched in the description field of the end user 

and the description field of the publisher, whose value is 

assumed as DMW. These values are also used in 

calculating the Effective Service Discovery as follow, 

 

 

                
   

 
                        

(2) 
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The Access cost factor is measured at regular interval 

based on average Round Trip Time (RTT). This sampling 

improves the accuracy of accessibility measure. The RTT 

value is measured in ms (milliseconds) and is divided with 

1000 to get the RTT value in terms of seconds. For 

calculating the RTT value, we have used Ping command. 

Then, the Efficient Access Cost (EAC) is calculated as 

follows, 

 

          
   

    
                         (4) 

 

   The Availability factor is estimated based on the 

probability of resource available in the past and at present. 

For this, total number of attempts (A) made to the service 

and the total numbers of failures (F) are considered. Then, 

the Available Service Matching (AVM) is calculated as 

follows,               
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                             (5) 

 

Thus, by implementing these factors, the Quality of 

Service (QoS) related to the service discovery is achieved. 

 

Estimation of Trust ranking for cloud services 

End user provides rating to the service after utilizing the 

service based on his satisfaction. This Rating value should 

lie between 1 and 10. For providing rating, the end user 

has to click on the button „Rating‟, which is present at 

web user interface. After clicking this button, the user is 

allowed to enter the rating value (current_Trust) and also 

the complete URL of the service. In this, 

existing_Trust_Value is the average trust value stored in 

the services.xml file. Visits value is the total count of end 

users who have given rating till that time. After entering 

the rating, the rating value gets updated in the service.xml 

file as follows (visits get incremented after this 

calculation), 

 

              
                                               

        
    (6)   

  

 
First the publisher publishes the services through web 

user interface in step 1 and they can be stored in the 

repository in step 2. The end user can login into the 

system through web user interface in step 3. Then, the 

user enters a query in Web User Interface. That entered 

query will be passed to the identification of unreliability 

data service module in step 4. The results will be 

communicating with the data repository using step 5. The 

corresponding outputs will be passed to the factors 

module in step 6. Then, the outputs will be generated by 

communicating with the Data Repository. These results 

will be passed to the data repository in step 7 and the 

results will also be passed to the reduction of unreliable 

data services module in step 8. The results of this module 

will be passed to the data repository in step 9 and those 

results will be then passed to the evaluating effective 

similarity services module in step 10. The results of 

evaluating effective similarity services module will be 

passed to the data repositories in step 11 and the 

corresponding results are passed to the web user interface 

in step 12. Then the web user interface will show the 

results in the browser in step13 to the end user. 

 

IV. SIMULATION, EXPERIMENTAL RESULTS 

AND DISCUSSION 

  

Simulation experiments were conducted to examine the 

effect of our proposed approach to achieve a trustworthy 

cloud service discovery using the following, 

Trustworthiness,  Relevance Matching, Access cost and 

Availability.  In this paper, we created cloud 

computing environment using SQL SERVER as the 

database. Whenever a new publisher or end  user is 

registered, the registration values are stored. When a new 

service is published by the publisher, then those service 

profile values are stored. These service profile details 

include service category, service description, URL of the 

service, rating, no_attempts and  no_failures. These 

service profile details like service category, service 

description and URL of the service are allowed to be 

updated by the publisher. Rating will be updated when the 

new rating is entered by the end user. The value of the 

no_attempts will be incremented when the particular 

service is searched. The value of the no_failures will be 

incremented when the particular service is not available to 

the end user at that particular time. The experiment 

examined the cloud service discovery with and without 

transactions carried out without involving Four attributes. 

The reliability of service discovery in our approach has 

outperformed compared with some of the cloud 

computing model available for cloud based service 

discovery. 

 

CONCLUSION 

   

In this paper, we proposed a service discovery mechanism 

for huge data sets in cloud and big data environment. The 

end user is allowed to make the service discovery by 

entering the category and description of the service in 

which he is interested. If the category and description  
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fields did not match with the fields in the service profile, 

then the more appropriate similar service details will be 

given as the result of the service discovery. In the service 

discovery, we have implemented 4 factors namely 

Trustworthiness, Relevance matching, Access cost and 

Availability. These factors have increased the 

effectiveness of the service discovery. For extension of 

service discovery, we have also implemented Trust 

ranking option to the end user. End user can share his 

opinion on the service by providing rating which may 

have an impact on future results. Here, we conclude that 

our model for cloud service discovery mechanism is more 

effective to the end users. 

 

FUTURE ENHANCEMENTS 

  

In this paper, we have provided the search results as a 

single service, which has the highest Effective Service 

Discovery. As a future enhancement, the search results 

need to be displayed as a list of services in the decreasing 

order of their Effective Service Discoveries. In our 

service discovery, the search results are based on words 

entered by the end user (like service category and service 

descriptions). In future, the search results are not only 

based on the exact words but also the meaning of the 

words entered at the fields by the end user.  
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