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12 About Ph.D Work : 

 

In this thesis, we focus on developing different digital signature protocols with 

application to various activities in an e-banking environment. A highlight of our results is 

given below: 

 Secure e-cheque clearance between Financial Institutions: For an untrusted 

banking environment, a protocol is devised to perform secure inter FI  (Financial 

Institution) e-cheque clearance operations. Also, a method is formulated in which one 

can verify that two signatures received from a signer indeed belongs to the same 

signer without the help of public key of the signer assuming the validity of the first 

signature. This method is applied for DSA and ElGamal Signatures. 

 Forward-Secure Signatures: Forward-Secure Digital Signatures enable the signer to 

guarantee the security of messages signed in the past even if his secret key is exposed 

today. A solution is given to the two open problems stated in the Bellare-Miner paper 

on Forward-Secure signatures. A Forward-Secure like signature scheme is modeled 

which can be used for unbounded number of time periods. Further, Forward-Secure 

schemes for basic digital signatures like DSA and ElGamal are developed. 

 Forward-Secure Multi-signatures: It is proposed to apply the concept of Forward-

Security to multi-signatures. The basic signature schemes considered are ElGamal 

and DSA Signature schemes. Initially  these signature schemes are made forward-

secure and then  multi-signatures are developed. These can be used to provide e-

cheque facility for joint account holders with collective signing agreement and  also 

be used to provide Transferable e-cheques. 

 Proxy Signatures: A proxy signature scheme is proposed which can be used to 

control delegation of financial power to a proxy signer. Also, as digital signatures, 

proxy signatures are also vulnerable to leakage of proxy secret key. Therefore, the 

property of forward-security is applied to proxy signatures. Two Forward-secure 

proxy signature schemes are proposed, one based on DSA and the other based on 

popular Bellare-Miner scheme. In another scheme, a Forward-secure proxy signature 

scheme for a proxy signer with multiple original signers is proposed. All the schemes 

proposed are provided with proxy signer revocation. 

 Proxy Re-signatures: A Multi-use unidirectional proxy resignature system and 

schemes which translates one type of signature scheme to another type are developed. 

A proxy resignature scheme for RSA is also proposed . All the schemes are provided 

with proxy signer revocation. 

 Aggregate Signatures: Aggregate schemes for some Forward-Secure Signature 

Schemes are proposed. ElGamal, DSA and Bellare-Miner forward-secure signatures 

are considered for aggregation. 
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Research on security of MANETs remains active, in spite of years of exploration, in both 

academia and industry. It is partially due to the fact that no mature solution is widely 

accepted and the growing availability of small, personalized mobile devices with peer to 

peer communication capability through wireless channels. 

Cryptographic techniques used in MANETs can be classified into two categories, 

namely, Symmetric Key based and Asymmetric Key based. Identity-based cryptography 

(IBC) is a special form of public key cryptography. It is an approach to eliminate the 

requirement of a CA and PKCs. Since 2001, IBC has attracted more and more attention 



from security researchers. Some properties of IBC make it especially suitable for 

MANETs. 

It is proposed to develop Identity Based Cryptography (IBC) for key management and 

secure routing and demonstrate the solution on a test-bed. 
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funded by ABB, GISL, Bangalore. 
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i) Establishing security laboratory with selected devices and network to measure 

information leakage  through side channels by various cryptographic devices. 

ii) Survey of side channel attacks 

iii) Comparative study of side channel attacks on widely used  security algorithms like 
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vi) Design of methods for security implementations which are robust to side channel attacks 

 

v) Research project  titled “Algorithms for Key Management and Security of  Routing 

Protocols for Distributed  Sensor Networks”  funded by AICTE, New Delhi. 

 

We have  addressed the security problems related to Key Distribution and Routing 

in Wireless Sensor Networks(WSN). Following are the salient  features of this 

research work: 

1) The concept of role based trust/reputation model is used to evaluate the 

trustworthiness of sensor nodes. 

 

2) A neighbor based dynamic key distribution scheme is developed to provide 

authentication between the nodes for secure communication in a densely deployed 

WSN. 

 

3) Role based Dynamic Trust model for route selection is proposed to establish 

secure, reliable path between sensor nodes & base station and also to deal with 

potential faulty sensors in WSN. In our proposed system we have considered 

certain roles of sensor nodes such as: Packet forwarding, Data Aggregation and 

Time synchronization. 

 

4) A Key Management Infrastructure which supports various key management 

procedures in a resource constrained environment is proposed. Instead of securely 



transmitting the secret keys, we propose to generate the secret keys in the 

communicating nodes using polynomial and matrix based approaches.  

 

5) The concept of self-diagnosis which enables sensors in a network to diagnose 

themselves. Diagnosis tasks are executed which make the sensor nodes to join the 

diagnosis process and infer the root causes based on local evidences. The 

advantages of self-diagnosis are:  They save a large amount of transmissions by 

applying local decision. They provide more real-time diagnosis results. Also, self 

diagnosis avoids information loss on the way to sink and thus improves the 

accuracy. In literature, self diagnosis is done to identify high retransmissions 

occurring across the wireless sensor networks. We have proposed self diagnosis 

techniques to identify errors in Data aggregation, Key synchronization and 

Forwarding of packets. 
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